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Abstract: When using trusted computing technology to build a trusted virtual platform environment, it is a hot problem
that how to reasonably extend the underlying physical TPM certificate chain to the virtual machine environment. At pre-
sent, the certificate trust expansion schemes are not perfect, either there is a violation of the TCG specifications, or TPM
and vIPM certificate results inconsistent, either the presence of key redundancy, or privacy CA performance burden,
some project cannot even extend the certificate trust. Based on this, a new extension method of trusted certificate chain
was proposed. Firstly, a new class of certificate called VMEK (virtual machine extension key) was added in TPM, and the
management mechanism of certificate VMEK was constructed, the main feature of which was that its key was not trans-
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Jl X VAIK ARG (KRS E 2 048 bit)s
4) vTPM owner 51§ ] TPM_Activateldentity,
3RAF VAIK IE 15,

Prviac BN
AN 77
BREH —— | AIK

BN e

< -
VIPM-n SRK || VEK |5  WMEK |
LSR5 =

Prviacy CA

4% %‘ AIK

AN\ 7
RN A g

N N
B4

EKJETS MSK 2% B4 454

¥ 13 vTPM vAIKto hTPM VMEK Binding

42 AXARS5HMARMILES
M 41 A UEH, ATTEBTRA vIPM
vEK to hTPM VMEK Binding 77 24T PS5 AT
PRAEALCUT 4 MER
1) REFEAEHTY TCG ML .
2) WA EEPILR.
3) WA HE N Privacy CA FIPEREfFH .
4) @ik VMEK %t vIPM ff) vEK #E47454%, 5K
TR Z TPM IEPE Y JZ 2] vIPM.
vIPM vEK to hTPM AIK Binding 54 77 %
AL, H1F vIPM vEK to hTPM AIK Binding J5 % 1]
AIK X vEK 2844, f7{EiET TCG #liarh AIK ANfE
XF TPM AR5 A 2K, Jiak, AIK 5%
%, 258 AIK X vEK 24 1R, M S 23

AT Privacy CA HiiE vAIK, 34017 Privacy CA
WAH . AT ZEAAAAEET TCG MG
W, WA BN Privacy CA B Hi4H . ARA L %
{7 vTPM VEK to hTPM AIK Binding.

hTPM AIK signs vIPM VvAIK 54 37 M L,
i hTPM AIK signs vIPM vAIK J5 24338 ] AIK
XF vAIK %4, FIFEAAAEET TCG BLa A
Privacy CA TidHF) ] . WARA 5 40T hTPM
AIK signs vIPM vAIK.

Local CA issue VEK Certificate 54377 A1
Et, H1T Local CA issue VEK Certificate J7 Z& % 1t
AN KU VEK iEH, 5 TPM Bk A48
ERF, M TPM PAFE BASAT Y e & A 1% 3 2
VIPM, TAS T RAFAEIERA L

vTPM vEK to hTPM EK Binding 57430 J7 %A
ke, 1T vTPM vEK to hTPM EK Binding /5 % EK
X VEK %44, & T TCG %f EK [0l RS, 1
KT EAEAEIIEA L

vIPM vAIK to hTPM SK Binding 543 J5 %
HIEE, BT vTPM vAIK to hTPM SK Binding J7 &7
A SK AR AIK X vAIK 2544, IX 75 % SK 5 AIK
——X I, Y ALK R, B ORI SK, Ay
KBRS IUA, T TPM MPERefndH, ifi
KT B

hTPM EPS Product VEK 54 ZAHLL, T
hTPM EPS Product vEK J5 W& ik TPM H (1)
Fh-F 291 ESP 7242 vIPM ) VEK, AFAESATY
AUEERI ), BUJRJZ TPM (KAER SR IR
ik BSP =/ vEK 516 2 02 1) vTPM R FUAL,
AL TT BAEAEMRA L

R AR EE A 6 BT R St
gk,

=4 AXARSEM 6 HARMILRAITLER

TE ST TCG ME SET I P A AT PCA fifH EAERTY

vIPM vEK to hTPM AIK Binding i i & &

hTPM AIK signs vTPM vAIK 5 i =z b

Local CA issue VEK Certificat = & 5 &

vTPM VEK to hTPM EK Binding i A\ i 2

vTPM VAIK to hTPM SK Binding 2 2 (2 w iz

hTPM EPS Product vEK & i w i

LSV S s i am™ 1 2
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¥ iR o539 &

5 7 Xen F&HAYLE

HHl, 7& Xen 4.4.0 SEHL T T VMEK UE 511
EATREY . L, AU L 4K Domain0 A
Ubuntul4.04 LTS, & P BRI A EAE RS A
Ubuntul4.04 LTS, - H A PR UE L5618 o] SE A n £
Vi, %P TPM_Emulator-0.7.4 X} TPM ¥RIE3EAT
i, TSS BAHA B IRA TrouSerS0.3.14, I
454 IBM KA IBM's TPM 2.0 TSS, S22 4
AT 2 2 AL « BARIR SE50 A% L B AR 5 TR .

x5 WIEFEE (Dom0) FNHFERIMN
(DomU-Ubuntu) BLE{EFE

i T PTG (Dom0 FEAUED  H P ERIHL (DomU-Ubuntu)
CPU Intel Core i3 @3.4 GHz Intel Core i3 @3.4 GHz
PWAZRRA  Linux3.19.0 Linux3.19.0

MAF 8 GB 4GB

ZERAF 4 MB 4 MB

W75 E 1 TB 30 GB

51 VMEK Ay

TS VMEK KL B, %F TPM_Emulator-
0.7.4 F1 Xen FRIEAG A 1 AH R 138 I, Vs b0 17 AH G
ER Gk S PR o BT R, ARSI H 2
P A AL R I BN I) BARLT B, FAR SR I 4%
IR IA T DS 3 5SS 4 9. F2EsSean
K6 7.

Horp, FESEBE AR b R i — S84 B S ek 4

AICAHEGR . BARRI S BRI R

1) 7£tpm_emulator-0.7.4/tpm/tpm_structures.h ["]
TPM_KEY USAGE i —FRiE AT 5 i

2) {£ tpm_emulator-0.7.4/tpm/tpm_structures.h
I VMEK AES, SR ] THliid VMEK AE1S.

3) 7 tpm_emulator-0.7.4/tpm/tpm_structures.h
o HUR 45K TPM.VMEK _CONTENTS.

4) 7F tpm_emulator-0.7.4/tpm/tpm_structures.h
B4 TPM CreateVMEKKeyPair. TPM_Active-
VMEK. TPM_VMEKLoad #I TPM_VMEK_Signing [fJ
FLH5E X

5) {£ tpm_emulator-0.7.4/tpm/tpm_identity.c Al
tpm_emulator-0.7.4/tpm/tpm_vmekref.c SLHL T TPM_
CreateVMEKKeyPair. TPM_ActiveVMEK . TPM
VMEKLoad 1 TPM_VMEK _Signing p%{.

6) 1F Xen "//xen-4.4.0/xen/include/public/ xen.h,
15 R WAL ME S Ak AR TP s i VMEK FAH 56
Fril o

7) fE//xen-4.4.0/stubdom/ F [f] vtpm Fl vtpmmgr
TR I VMEK 7B .

#Jt, TPM Emulator-0.7.4 1 Xen #1 VMEK
S PRSI 56
52 EF VMEK BIEBEEHET RAIEH

7£ TrouSerS0.3.14 1%} TPM_CreateVMEKKey
Pair . TPM_VMEKLoad . TPM_ActiveVMEK #lI
TPM_VMEK_Signing #47 T $ %% . 3B B4 1
W 7 fos.

&6 VMEK 7£ Xen #H)3EI

VST 24 B A E AR RAEMER

TPM_Emulator-0.7.4 TPM_KEY_USAGE //tpm_emulator-0.7.4/tpm/tpm_structures.h R
PM_KEY VMEK s 4k
TPM_VMEK_CONTENTS
TPM_CreateVMEKKeyPair /ltpm_emulator-0.7.4/tpm/tpm_structures.h BRHUE X
TPM_ActiveVMEK
TPM_VMEKLoad
TPM_VMEK Signing
TPM_CreateVMEKKeyPair /ltpm_emulator-0.7.4/tpm/tpm_identity.c PO RS

TPM_ActiveVMEK

TPM_VMEKLoad

TPM_VMEK Signing
Xen-4.4.0 VEMK Info

VMEK Info

/tpm_emulator-0.7.4/tpm/tpm_vmekref.c
//xen-4.4.0/xen/include/public/xen.h vmek FriH

//xen-4.4.0/stubdom/vtpmmgr/tpm.h vmek {5 &
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46 1) TR AR T & B b — o (0 TR E - RE i 5 -+ 143 -
=7 'R vIPM =322 09 TSS 0
N ERR TSP JZ2#: 0 TCS JZ#: 1 TPM 14>

VTPM_CreateVMEKKeyPair VTSP_CreateVMEKKeyPair

VTPM_TPM_VMEKLoad VTSP_VMEKLoad
VTPM_ActiveVMEK VTSP_ActiveVMEK

VTPM_VMEK_Signing VTSP_VMEK_Signing

TCSP_CreateVMEKKeyPair TPM_CreateVMEKKeyPair

TCSP_VMEKLoad TPM_VMEKLoad
TCSP_ActiveVMEK TPM_ActiveVMEK

TCSP_VMEK_Signing TPM_VMEK_ Signing

H:rp, VTPM_CreateVMEKKeyPair pf %0 H T
e N2 # VMEK AR VIPM_TPM
VMEKLoad % TN H JZ 3R VMEK k45,
FFEE: VTPM_ ActiveVMEK B8 20H T4 N H 2 n
# VMEN FA%1%] TPM W; VTPM_VMEK_Signing
R EH T/ N H E A VMEK FAHAE 44 .

6 ERITFSIMEAITIZ RN

JUAE VMEK B RIS A 25k, A %t
P G B AT e AR U B, =24 VMEK
(B4 VMEK % vEK IEF %544 . vAIK IEF5 (1)
iﬁi*ﬂiﬁ_ﬁziﬂffﬁ R & A AERAE 4 AT

. HARKYRETFERES %R S,

1o, WA T VMEK W4, 5o /tpm
emulator-0.7.4/tpm/tpm_testing.c I [FJIMRACHS, )
Wl VMEK (42586 Ses g R Wik 14 FE 15 Pros.

x root@cs-sicnu: ~

tpm_testing.c:77: Debug: run 34: 0
tpm_testing.ec:111: tpm_test_shal()
tpm_testing.ec:157: tpm_test_hmac ()
‘tpm_testing.c:184: tpm_test rsa VMEK()
tpm_testing.c:186: tpm_rsa_generate_key()
tpm_testing.c:131:
tpm_testing.c:197:
tpm testing.c:200:
tpm_testing.c:203:
tpm testing.c:206:
tpm_testing.e:210:
tpm testing.c:214:
tpm_testing.c:218:
tpm testing.c:221:

testing Virtual Machine Extension Key
tpm_rsa_sign(RSA_SSA_PKCS1_SHAL)
tpm_rsa verify(RSA SSA PECS1 SHAlL)
tpm_rsa_sign(RSA_SSA_PKCS1_DER)
tpm_rsa verify(RSA SSA PKCS1 DER)
tpm_rsa_encrypt (RSA_ES_PKCSV15S)
tpm rsa decrypt (RSA_ES PKCSV1S)
verify plain text

tpm rsa encrypt (RSA_ES OAEP SHAL)
tpm_testing.c:225: tpm_rsa_decrypt (RSA_ES_OAEP_SHAL)
tpm_testing.c:223: verify plain text
tpm_testing.c:261: Info: Self-Test succeeded

HEHEHIE

tpmd.c:309: Debug: Waiting for connections...
‘tpmd.c:309: Debug: Waiting for connections...

Kl 14 VMEK FH G 6 20t

root@cs-sicnu: ~

BEGIN CERTIFICATE REQUEST-———-MIIC1DCCAbwCAQAwgGY4xCzAJBgNVBAYTAKNCMRAWDGYDVOQIDAITaWNo|
DWYDVQQKDAND dTELMAKGA1UECWWCQ

1ZHUuY24xT

| jMuY29tMIIBI "ARCCAQ)
IMIBCngE\.IZm&mﬂlmflmlrnldzxxmtﬂTnh)HﬂqdﬂST'.'lepbeDGneV:ﬂ:kuleSngsvT:ﬂD
[D5ph1/zPPGDUJHP SBIL091c02aFGICGL/ 31660r6 SPeNKPOFswlESQAVANEKf1nRodOVIHG+9 suNpgr SNwShI 8qevXOl
ZbywmV1rqMicYJGQ15kbr §6rwaqCsOvbCsGpIyoCsNMBpbt EBeDVLTvmSLEWNF phHaGEV6 jCa61tReCxD2QCTvOgHm ]|
RNXqW+1uOT 9DKIKHSSimEa06K4YJZQETZ09qsVPIMRRGS11qSmdwbapt 2R ICArLGkQ5119U5 +4znyzch/QIDAQABGA|
MDQ‘IJMZIhv:NRQKLmegKBm’KDph&P]tpPKLIDjIZxQISBSBNtPU)(llUJ'eZmz!!bbJBqPBZpAleSKGeraqxh
SFSGAT1ydy yfbbn3kS79WygeO0kxATSqybI8ZRIt reIROWKOwgB422/ 3HSGAVS 1 VuTHbE 4
zPQJLthEJLlltIWuT)anHngn-HvBylpisﬂsttﬂg}\zuz)hqxux?mffS-va!euvmmm:YstT—#mLWlthl
[PM3C1xPEHAAIFR 2mvwVp £n 4F rJBWE 3LwudFhaUF 8y2HD JAVWxd6U+2 7GnS2puFUUXGQ-+VGKI+41yPyPv2mRzkPFwCY|
4z5MA=—-—END CERTIFICATE REQUEST
rootgcs-sicnu:~§ |

15 VMEK IEF#0WE On%EiE)

Hk, R VMEK %f vEK iFB %4, FIH

TPM_VMEK_Signing()4% I e84, %} vVEK #7544,
RIBATE R, Wi 16 Fios.

e

[et the Key Pair:

[et the Private Key :
PRIVATE

i cm2fal 3201 1¥zv1 TIyt14
i - rbT
M SQqT72V2kt ewT16/WDbTT4yTT 1e7Rs41 1t

it i RaY
1

R
lonhzKz 1DV
lsU1nPgz5KqE 3 / levs27gx -

Mp 1i pa:
|30t kdOMECPH/ 7x jnaCOj1RCTh28XK1 PRIVAT|
[E REY——

Get the PUBLIC KEY:
BEGIN PUBLIC IBI:

eq jts6ZN JPrulFy!
1111111 J¥iAtpy

[CYLPFV6heDsL 18:

[Rey Pari Pass!

[the Sign Result:

l6AFFiE6A6CELT51 11E207C4DIEFAS TDA04525D1 63351

[sAE4ER1 7E055D71 a
|cA34ACDS0EF TC3CCA

[root@cs-sicnu: - [|

K416 VMEK 2% vEK llik

9=, vAIK iEH ) E RN TR, JF 593 AIK
UE 5 AR S ) Aol L, e, M ER ATK AR5 10
ZERAT FHBRFA CA MR P 3, FLAAR SIS 25 sk 8
Fi7R o

#z8 4 AIKIESE S vAIK iEH A [E] 3 bE
S AR vAIK GIFA5I5 4] /s
AT VMEK IET %% VEKIER 2% vAIK iFH 4t

B4 10.03 3.11 3.20 16.34
H2d 10.02 3.10 3.20 16.32
E34 10.04 3.10 3.21 16.35
Ead 10.03 3.10 3.19 16.32
EORE 10.03 3.09 3.20 16.32
FEIMH 10.03 3.10 3.20 16.33

i, AR SIS T AT T e
SEH, G5 RWIE 17 Prs. S PREYER R T
VEBI R A, Skt an &l 18 Frw.

UsallwipliBORY NP LN AR =l TN o

1) JEREEE VMEK X vEK 12544, AT 411 vAIK
AAEN), IF Had i vIPM i1 .

2) ik VMEK Xf SK [1%544, w41 vIPM s
AIE), IF B2 2 TPM fR 3711
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Begin the Remote Attestationl!
TPM_CreateVMERKeyPair()
TPM_ActiveVMER ()
TPM_VMERLoad ()
TPM_VMEE_Signing ()

[SUCESS1]
[SuCESS1]
[SUCESS1]
[SuCESS1]
[SUCESS1]
[SUCESS1]
[SUCESS1]
[SUCESS1]
[SUCESS1]
[SUCBSS1]
[Sucess1]
[SuCESS1]
[Sucess1]
[SUCESS1]
[Sucess1]
[SUCESS1]
[SUCESS1]
[SUCESS1]
[SUCESS1]

BiFcertityInto¥ &
g £:4. 4]
REVAIRAHES

Read From VMEK | PCR[0-9] values are :

Index Content

PCR 00 : 61 S1 74 84 E8 04 89 37 CF A3 AC EC 30 E0 84 CB 73 CF A7 D3
PCR 01 : 8E 01 EF €2 2A 03 7E 3A 07 10 49 C4 8E BA 08 BA 2F AB 56 0D
PCR 02 : 40 1B 43 5F 02 38 A8 4B SF 17 E1 FO 72 FA 92 4B 89 A7 04 FE
PCR 03 : BA 9D BD 56 12 39 9D 2D 2D 54 4E B5S AS EC B& ED F7 21 83 57
PCR 04 : C5 9E OC 5A 03 97 4C €2 20 D7 7A 36 2F 3A EB 93 F1 91 19 49
PCR 05 : D1 AB E4 E2 E5 5A 94 27 30 BD F6 41 A9 67 60 F1 73 12 A6 3B
PCR 06 : 42 D3 6B A7 1A F6 58 71 DO B3 90 08 6B 05 E? D3 BA 84 S5F 96
PCR 07 : 3B 97 B5 10 DB 32 AF 8A 8E DO 62 82 A3 53 01 AD OD AB 31 4B
PCR 08 : 21 CF 92 76 6F 76 28 FO B4 15 7E 8D AD 7F 72 AB 78 BF B8A Fé6
PCR 09 : 42 BF 21 C2 D2 96 61 BE 72 E6 8C 8A 05 BA 4B ED 40 45 DE D2
Read From VM vIFM | PCR[10-15] values are :

Index Content

PCR 10 : F&8 72 91 CB CF BD B8 FB 62 C6 6B 34 5C DA EF 85 2A CF 61 7A
PCR 11 : Bl 45 61 4A 32 BA 38 E1 18 48 8B 8D 76 AE E& 7D FC A0 19 4E
PCR 12 : 1E D3 F7 €8 28 5D 40 28 07 S5F 27 5D 21 F4 E6 SA 5A CE B5 8D
PCR 13 : D6 42 B2 45 62 FB 70 €D 6D A6 2D FD 68 F5 7C D8 E7 SE 92 26
PCR 14 : 7D CO 4F C5 32 C3 27 78 3D 70 F4 DB B3 4F OE DE CA 86 DO 07
PCR 15 : 82 8B 1A 58 98 57 34 E4 Al AE B2 6F Bl 3E A7 3B A8 23 6A 24

8 il Nonce [SUCESSI]
WEH w1 [SUCESSI]
Waiting...

The Remote Attestation process has donel
root@ics-sicnu:~§ D

K17 BF & N R R ) sl

B I TEFEIIE IR 55 3%

PCRZ 5|+ NonceZs:

A

MVMEK X PCR[0]~[9],
MVM (VIPM)
PEPCR[10]~[23],
AR VAIKGESS

5544 B2 i Quote RIEVAIKIES; Quote

PAE LR S

A

18 ZEATIUE AR

3) JELKAE VMEK E1S, EHHE TPM H 5K
CIEER

4) T KT 19 Quote FIA, YT HEAU
F-E HIEATIREE (VMM BB & BT 51

5)UUEZ P REFUE, Domain U ] Quote 2544,
DLIGHIE 2 117 R FARAT ER G 1 m 5 1 o

AU, 7 TCG #Mitt, TPM 3tz X
T SFHET, RIS IL TR, fkE T
EUFEARERE T, T B 3 BE . ARSI
T R AE TS, BT T E . A

R, ASCHEY VMEK UE - 3 B AT & 26
B, R MEERES, I, XRS5 3
g, RER P BEAM, LT B,

7 ZERIE

T —2RUF B ——VMEK, itk T 764U
M EUE Y RN AEEIET TCG #
0. WINPT 4 Privacy CA (K fE 7 4H n) 1L,

I TAE K VMEK N E vIPM B
TPM %54 . TPM B¢ vIPM R VFH AT
FEHMN—PETEI S — S, TR
1, VMEK 0] DA KA DR i n] 3078 30 A FH IR 1R A
PRI A
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